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1. INTRODUCTION 
 

The Government of Saudi Arabia has embarked on an ambitious e-transaction program, 
recognizing that there is a tremendous opportunity to better utilize information technology to 
improve the quality of care/service, lower the cost of operations, and increase customer 
satisfaction. To ensure the secure, efficient transmission and exchange of information 
electronically, the Kingdom of Saudi Arabia has created a National Public Key Infrastructure. 
Named the National Center for Digital Certification (NCDC), the NCDC is created by an act 
of law and its mandate is stipulated in the Saudi Electronic Transactions Act.  
 
NCDC provides trust services to secure the exchange of information between key 
stakeholders. Participants include:  

• Government  
• Citizens 
• Business 

 
The NCDC operates as a closed business system model. It utilizes Digital Certificates issued 
by Certification Authorities (CAs) meeting rules established by the NCDC’s governing body 
the National Policy Authority (NPA). NCDC Digital Certificates support Authentication, Digital 
Signature, Encryption and non-repudiation services for access and processing of electronic 
information, documents and transactions. Moreover, this CP shall be used to cross-certify 
the Root CA with other CAs at the national and international level upon NPA approval.  
 
The NCDC owns and operates the Root Certification Authority of the Kingdom of Saudi 
Arabia. Approved Certification Authorities (CAs) shall be issuers of NCDC Digital Certificates 
to Subscribers, Relying parties and Registration Authorities through CSPs if expressly 
approved by the NPA. Together all of these components and participants form the “Saudi 
National PKI.” 
 
A new service delivery model has been created whereby a shared National PKI Center has 
been created. The National Center for Digital Certification - Shared Services Center (NCDC-
SSC) will consolidate and manage CSP’s CAs and related operations for outsourced CA’s 
joining the Saudi National PKI. 
 
This CP shall define the policies by which the NCDC-Root-CA operates. This Certificate 
Policy (CP) complies with the Internet Request for Comment (RFC) 3647 [RFC 3647]. For 
purposes of this NCDC-Root-CA-CP, all terms used shall have the meanings set forth in the 
NCDC System Documentation Glossary which can be found at 
http://www.ncdc.gov.sa/Glossary. 

1.1 Overview 
 
This CP defines a high level of trust and assurance for use by all Saudi National PKI 
participants. 
 
Assurance level is defined as the: 
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• Strength of the binding between a Public Key and the individual whose Subject name 
is cited in the Certificate, 

• Mechanisms used to control the use of the Private Key, 

• Security provided by the PKI itself. 
 
This CP defines one assurance level for use by NCDC-Root-CA participants: 

• A stringent Identity proofing process through Registration Authority before issuance 
of certificate,  

• The Digital Certificates issued to Subscribers (CAs or Root CA supporting functions) 
are on hardware, 

 
The assurance level Certificates defined in this CP apply to the following entities: 
 

• Relying Parties (RPs) who are permitted to rely upon Digital Certificates meeting 
NCDC standards for purposes set forth by this CP, 

• Other authorities (e.g., Subordinate CAs expressly approved by the NPA, 
Registration Authorities (RAs) or Local Registration Authorities (LRAs); OCSP 
Responders) certified or used by the CSP operated by the Issuer. 

 
This CP has been developed under the direction of the NCDC National Policy Authority 
(NPA) and that group has the responsibility for directing the development, approval and 
update of the NCDC-Root-CA-CP. 
  
Any use of or reference to this CP outside the context of the NCDC-Root-CA and Saudi 
National PKI is completely at the using party’s risk. The terms and provisions of this CP shall 
be interpreted under and governed by the NCDC-Root-CA-CPS and NCDC Operating 
Policies and Procedures. 
 
As described in this CP, PDS and supporting Certification Practice Statement (CPS), the 
NCDC will establish a self-signed off-line Root CA.  
 

1.1.1 Certificate Policy 
 
X.509 certificates will contain a registered OID in the certificate policy extension that in turn 
shall be used by a Relying Party to decide whether a Certificate is trusted for a particular 
purpose.  The OID corresponds to a specific level of assurance established by a CP that 
should be available to Relying Parties. Certificates issued by the NCDC-Root-CA will assert 
the appropriate assurance level in the certificate policies extension by including applicable 
OID(s).  
 

1.1.2 Relationship between the CP and the CPS   
This CP states what assurance can be placed in a certificate issued by NCDC-Root-CA by 
relying parties participating in the Saudi National PKI. The Certificate Practice Statement 
(CPS) states how NCDC-Root-CA meets the requirements of this CP. 

 

1.1.3 Interaction with other PKIs  
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The NPA will decide on issues related to cross-certification with other Certification 
Authorities. The NCDC-Root-CA (if expressly approved by the NPA) will be responsible for 
cross certifying with CAs at the national and international level. 

 

1.1.4 Scope 
This CP applies to all certificates issued by the NCDC-Root-CA.  The NCDC-Root-CA shall 
issues certificates and Certificate Revocation Lists (CRLs) only to the NPA approved CAs 
and supportive functions for the Root CA operations within Saudi National PKI. The NCDC-
Root-CA also cross-certifies with CAs at international level upon approval by the NPA. 

 

1.2 Document Name and Identification 
This document is the NCDC-Root-CA Certificate Policy (CP), and is identified by the object 
identifier (OID): 2.16.682.1.101.5000.1.2.1.1   
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NCDC will also issue OIDs to the NPA approved CAs.  The approved CAs (level 1 

CAs) will then choose to assign OIDs for different purposes under this scheme. 
 

1.3 PKI Participants 

1.3.1 National Policy Authority 
The National Policy Authority (NPA) approves and maintains the practices, policies and 
procedures under which the entire National Center for Digital Certification (NCDC) operates. 
The NPA is responsible for the governance and enforcement of the policies of the NCDC. 
Regarding the CP, the NPA approves the NCDC-Root-CA Certificate Policy (CP), PKI 
Disclosure Statement (PDS) and Certification Practice Statement (CPS), including their 
revisions.  

The NPA is responsible for establishing and administering the requirements and procedures 
for entities wishing to become a Certificate Service Provider (CSP) within the Saudi National 
PKI. CITC license is required for commercial, non-governmental CSPs. 

The NPA tasks include: 

• Establishment and maintenance of the NCDC-Root-CA-CP, 

• Review and approval of the NCDC-Root-CA-CPS as being in conformance with 
this CP, 

• Review and approval of the NCDC-Root-CA-PDS as being in conformance with 
this CP, 

• Ensuring the operation of the Root CA comply with the requirements of the 
NCDC-Root-CA-CP, CPS and the NCDC Operating Policies and Procedures, 

• Decision on the admittance of new CAs 

• Decision on the admittance of new CSP’s, 

• Establish and approve Cross-Certification criteria and entities, 

• Arbitration on all claims or disputes between all Saudi National PKI participants 
as per the NCDC Dispute Resolution Policy. 

 

1.3.2 Root Certification Authority 
The NCDC-Root-CA acts as the trust anchor for the entire Saudi National PKI. It is self-
signed CA and operated by the NCDC. NCDC-Root-CA tasks include: 

• The issuance of cross certified CA certificates, 

• Publication of cross certified CA Certificates, 

• Revocation of cross certified CA Certificates, 

• Re-key of the Root CA and the NPA approved CA signing keys, 

• Establishment and maintenance of the CPS in accordance with the NCDC-Root-
CA-CP,  
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• Performance of all aspects of the services, operations and infrastructure related 
to Certificates issued under the CP, in accordance with the requirements, 
representations, and warranties of the NCDC-Root-CA-CP and CPS, 

• Issuance of Certificates to approved entities wishing to cross certify with the 
Saudi National PKI at the national and international level. 

 

1.3.3 CA Policy Authority 
A CA Policy Authority (PA) is responsible for the governance of CA. Its tasks include: 

• Ensuring the operation of the CA comply with the requirements of the Saudi 
National PKI Policy, CA-CP,PDS, CPS and the relevant  Operating Policies and 
Procedures, 

• Customize the Subscriber Agreement, Relying Party Agreement and Registration 
Authority based on the CA’s specific business requirements, 

• Seeking resolution of disputes between participants operating in its domain. 

• Establishing and implement their own CP, PDS and CPS in conjunction with the 
Saudi National PKI Policy.  

 

1.3.4 CA 
The term CA refers to any entity approved by the NPA to join the Saudi National PKI, directly 
under the NCDC-Root-CA and issue certificates and map to one of the policy OIDs listed in 
the NCDC OID Allocation table, which can be found at http://www.ncdc.gov.sa/   . CAs will 
issue subscriber certificates, OCSP responder certificates and other certificates required by 
PKI components. CSPs will issue certificates to Subscribers in accordance with their CSP 
Agreement, Subscriber Agreement, Relying party Agreement, their respective CP/CPS, and 
the Saudi National PKI Policy. The CAs will describe which subscriber types they will 
support, which certificate type they will issue and determine the level of warranties and 
liabilities. 

A CA is responsible for: 

• Control over the designation of RAs, 

• The Certificate generation process, 

• Publication of Subscriber Certificates, 

• Revocation of Subscriber Certificates, 

• Publication of revocation information, 

• Re-key of Subscribers, 

• Performance of all aspects of the services, operations and infrastructure related 
to Subscriber and CAs Certificates issued under the respective CA CP, in 
accordance with the requirements, representations, and warranties of the issuing 
CA CP, PDS, CPS and the applicable Agreements. 
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1.3.5 Registration Authority (RA) 
NCDC-Root-CA may, subject to the approval of the NPA, designate specific RAs to perform 
the Subscriber Identification and Authentication and Certificate request and revocation 
functions defined in the NCDC-Root-CA-CP and related documents.  

The RA is obligated to perform certain functions pursuant to an RA Agreement including the 
following: 

 

• Process Certificate application requests in accordance with the NCDC-Root-CA-
CP and applicable RA Agreement, and other policies and procedures with regard 
to the Certificates issued. 

• Maintain and process all supporting documentation related to the Certificate 
application process, 

• Process Certificate Revocation requests in accordance with this CP, applicable 
RA Agreement, and other relevant operational policies and procedures with 
respect to the Certificates issued. Without limitation to the generality of the 
foregoing, the RA shall request the revocation of any Certificate that it has 
approved for issuance according to the conditions described later in section 
4.9.1, 

• Comply with the provisions of its RA Agreement and the provisions of the NCDC-
Root-CA-CP including, without limitation to the generality of the foregoing, 
compliance with any compliance audit requirements, 

• Follow Privacy policy in accordance with the NCDC-Root-CA-CP and applicable 
RA Agreement. 

 

1.3.6 Certification Service Provider (CSP) 
 
 An entity which issues and manages digital certificates and electronic signature means and 
methods with any other associated services. 

 

1.3.7 Subscribers 
Subscribers are individuals, organizations, business entities or devices to whom Certificates 
are issued. Subscribers can be residents of the Kingdom of Saudi Arabia, government 
entities, business employees or devices. 

The subscribers of NCDC-Root-CA would be the approved CAs by the NPA. However, the 
subscribers and relying parties who use the certificates issued by approved CA under Saudi 
National PKI need to be assured that the CA is licensed by the NCDC-Root-CA.   

 

1.3.8 Relying Parties 
A Relying Party is any entity that places comfort on information provided by Certificate 
Service Providers regarding a specific electronic transaction that the Relying Party uses to 
accept or reject its participation in the transaction.   



 
  
  

NCDC Root CA Certificate Policy  

 

Identifier: NCDC-RCA-Policies001-09v1.9 

 

Issue Date:06/03/2009 
Effective Date:07/03/2009                       

Page  17 of 64 
Public 

Version #: 1.9 

                   
 

 
The Relying Party is responsible for deciding whether or how to check the validity of the 
certificate by checking the appropriate certificate status information. The Relying Party can 
use the certificate to verify the integrity of a digitally signed message, to identify the creator 
of a message, or to establish confidential communications with the holder of the certificate. A 
Relying Party may use information in the certificate (such as certificate policy identifiers) to 
determine the suitability of the certificate for a particular use. 

 

1.4 Certificate Usage 

1.4.1 Appropriate Certificate Uses  
The use of Certificates supported by the Saudi National PKI is restricted to parties 
authorised by contract to do so. Entities and persons other than those authorised by contract 
may not use certificates for any purpose.  
 
The NCDC-Root-CA shall issue certificates and Certificate Revocation Lists (CRLs) only to 
the NPA approved CAs under NCDC-Root-CA, cross certified CA outside Saudi and 
certificates required by the PKI components and supportive functions for the NCDC-Root-CA 
operations within Saudi National PKI. 

  

1.4.2 Prohibited Certificate Uses 
 Certificates issued under this CP shall not authorized for use in any circumstances or in any 
application which could lead to death, personal injury or damage to property, or in 
conjunction with on-line control equipment in hazardous environments such as in the 
operation of nuclear facilities, aircraft navigation or communications systems, air traffic 
control or direct life support machines and the NCDC-Root-CA shall not be liable for any 
claims arising from such use.  

1.5 Policy Administration 

1.5.1 Administration Organization  
The National Policy Authority (NPA) (see Section 1.3.1) is responsible for all aspects of the 
NCDC-Root-CA-CP. 

 

1.5.2 Contact Person 
Questions regarding the NCDC-Root-CA-CP shall be directed to the Chair of the NPA, who 
can be contacted at: 

Email: PKI@ncdc.gov.sa  

Telephone: +966 1 452 2197 / +966 1 452 2349 

Fax: +966 1 4522043  
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1.5.3 Person Determining CPS Suitability for the Policy 
The NPA determines the suitability and applicability of this CP and CPS. The NPA is 
responsible for approving the NCDC-Root-CA-CPS and establishing that the Root CA 
conforms to the requirements of this CP. 

 

1.5.4 CPS Approval  
Changes or updates to the NCDC-Root-CA-CPS document must be made in accordance 
with the stipulations of Saudi electronic transactions act and bylaws, and the provisions 
contained in this CP and are subject to NPA approval. 

See Section 1.5.4 in the NCDC-Root-CA-CPS. 

 

1.6 Definitions and Acronyms 
The terms and acronyms used in this document shall have the meanings as defined later in 
Appendix A. Further definitions can be found in the NCDC Glossary which can be found at 
http://www.ncdc.gov.sa/Glossary.  

 

 
 

2. PUBLICATION & REPOSITORY RESPONSIBILITIES 
2.1 Repositories 
The NCDC-SSC shall operate Repositories to support the NCDC-Root-CA operations. The 
repositories shall be directories that provide access through an appropriate standard-based 
access protocol. 

 

2.1.1 Repository Obligations 
Repositories shall support: 

• An appropriate standard-based access protocol, 

• The availability of the information as required by the certificate information 
posting and retrieval stipulations of the NCDC-Root-CA-CP , and 

• Access control mechanisms, when necessary to protect the repository availability 
and information as described in later sections. 

 

2.2 Publication of Certification Information 

2.2.1 Publication of Certificates and Certificate Status 
The NCDC-Root-CA shall publish in the appropriate repository, the Root CA Certificate, 
cross certified CA certificates, supportive functions certificates and CRLs as described in the 
same section in the CPS. 
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2.2.2 Publication of CA Information 
This CP shall be made available to all Saudi National PKI Participants at NCDC website 
http://www.ncdc.gov.sa . This web site is the only source for up-to-date documentation and 
NPA reserves the right to publish newer versions of the documentation without prior notice.  

Additionally, NCDC-Root-CA will publish an approved, current and digitally signed version of 
the Root-CA-CP and PDS.  

The NCDC Public LDAP directory and the NCDC website are the only authoritative sources 
for:  

• All publicly accessible certificates issued by Root CA.  

• The certificate revocation list (CRL) for Root CA.  

 

The NCDC may also publish information concerning CSP’s as necessary to support their 
use and operation.   

 

2.2.3 Interoperability 
Repositories used to publish CA certificates and CRLs, shall employ standard-based 
scheme for directory objects and attributes, at least LDAPv3. 

 

2.3 Time or Frequency of Publication 
NCDC-Root-CA shall publish certificate promptly following their generation and issue. CRL 
information shall be published as set in section 4.9.7.  

 The OCSP responder will immediately report a certificate that has been revoked as set in 
section 4.9.9. 

This CP and any subsequent changes should be made available to the Saudi National PKI 
participants as set forth in section 2.2.2 within two weeks of approval by the NPA. 

 

2.4 Access Controls on Repositories 

The NCDC shall protect repository information not intended for public dissemination or 
modification.  Certificates and certificate status information in the repository shall be made 
available to the Saudi National PKI Participants and other parties as determined by the 
applicable Agreement and the Privacy policy as described in section 2.2.1 

 

For directory search also access restrictions are implemented to prevent misuse and 
unauthorized harvesting of information and fetch with minimum required information only. 

This CP & PDS are provided as public information on the NCDC official web site. Public 
documents are only valid if they are published as a PDF, digitally signed by an authorized 
NPA member. 
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3. IDENTIFICATION & AUTHENTICATION 
3.1 Naming 

3.1.1 Types of Names 

Each CA must have a unique and readily identifiable Distinguished Name (DN) according to 
the X.500 standard. Naming conventions for CAs are approved by Root CA. 

Details are found in the certificate profiles set forth later in this CP. 
 

3.1.2 Need for Names to be Meaningful 

The CAs certificates issued pursuant to this CP are meaningful only if the names that appear 
in the certificates can be understood and used by Relying Parties.  Names used in the 
certificates must identify the CA in a meaningful way to which they are assigned.  

The subject name contained in a CA certificate must be meaningful in the sense that the 
Root CA is provided with proper evidence of the association existing between the name and 
the entity to which it belongs. 

The Root CA DN (LDAP Notation) in the Issuer field of all certificates and CRLs that are 
issued will be: 

OU=Saudi National Root CA, O=National Center for Digital Certification, C=SA  

3.1.3 Anonymity or Pseudonymity of Subscribers 
NCDC-Root-CA does not support issuing anonymous certificates. 

 

3.1.4 Rules for Interpreting Various Name Forms 
 
The naming convention used by Root CA is ISO/IEC 9595 (X.500) Distinguished Name 
(DN). 

 

3.1.5 Uniqueness of Names 
 

The Root CA shall ensure that the set of names is unambiguous. The NPA shall reject a 
Licence application in the case where the name cannot sufficiently distinguish the new CA 
Applicant from an existing CA’s Distinguished Name.  The name shall conform to X.500 
standards for name uniqueness. 

 

3.1.6  Name claim dispute resolution procedure 

 
The NPA may, by reasonable endeavours; resolve disputes that may arise over the 
allocation of names and in its discretion may reject, change, re-issue or revoke certificates in 
relation to any Distinguished Name. 

3.1.7 Recognition, Authentication, and Role of Trademarks 
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Where permitted or required, the use of a trademark is reserved to the holder of that 
trademark. 

 

3.2 Initial Identity Validation 

3.2.1 Method to prove Possession of Private Keys 
The Certificate applicant must demonstrate that it rightfully holds the private key 
corresponding to the public key to be listed in the certificate. The method to prove 
possession of a private key shall be established by the NCDC. 

 

3.2.2 Authentication of Organization Identity 
Applicants wishing to join or cross certify with the Saudi National PKI are authenticated in 
accordance with the NPA specifications as described in the NCDC Cross Certification Policy 
and Saudi National PKI Policy. 

 

3.2.3 Authentication of Individual Identity 

Root CA does not issue end-entity certificates. 

 

3.2.4 Non-verified Subscriber Information 
Non-verified information shall not be included in certificates issued by NCDC-Root-CA. 

 

3.2.5 Criteria of Interoperation 

Any CA wishing to cross certify with the NCDC-Root-CA, shall adhere to the following 
requirements: 

• Issue Certificates compliant with the Certificate profile described later in this CP, 

• Make Certificate information and CRL available within the Saudi National PKI 
community in accordance with the NCDC-Root-CA-CP , 

• Provide an accessible directory that interoperates with the NCDC Repository defined 
forth in this CP. 

 

3.3 Identification and Authentication for Re-key Requests 

3.3.1 Identification and Authentication for Routine Re-Key 

An authorized representative should request re-key of CA, in compliance with the ‘NCDC 
Root CA Operations Policies and Procedures’.  

 

3.3.2 Identification and Authentication for Re-key after Revocation 
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If a CA certificate is revoked, an authorised representative of the CA shall provide sufficient 
information as specified in section 3.2.2 before NCDC-Root-CA initiates generation of the 
new CA certificate 

3.4 Identification and Authentication for Revocation Requests 
Revocation requests shall be authenticated to verify that the revocation has been requested 
by an authorised entity. Acceptable procedures for authenticating the revocation requests 
are described in the CPS. 

 

 

4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS 
4.1 Application 
This section specifies the requirements for initial application for certificate issuance by the 
NPA. 

4.1.1 Submission of Certificate Application 
For CA licensing process an application must be submitted and approved by the NPA. In 
addition, for commercial CAs, a license must be obtained from the CITC after an application 
is approved by the NPA.  

Entities wishing to cross certify with the Saudi National PKI apply to the NPA and receive 
approval before the Root CA proceeds with exchanging certificates. 

 

4.1.2 Enrolment Process and Responsibilities 

All applicants shall agree to the terms and conditions of the applicable Agreements which 
may include, but are not limited to, Subscriber Agreement, CSP Agreement, Relying Party or 
RA Agreement.  

The NPA shall set up enrolment process for the certificates issued under the NCDC-Root-
CA. 

4.2 Certificate Application Processing 
4.2.1 Performing Identity-proofing Functions 

The identity-proofing of the CA and cross certifying entity shall meet the requirements 
specified in Section 3.2.2 of this CP. 

 

4.2.2 Approval or Rejection of Certificate Applications 
The NPA may accept or reject a Certificate application of the CA or cross certifying entity as 
described in section 4.1.1.   

 

4.2.3 Time to Process Certificate Applications 
The time to process certificate applications is specified in the relevant Agreement between 
the PKI participants.  
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4.3 Certificate Issuance 
4.3.1 CA Actions during Certificate Issuance 

The NCDC-Root-CA Certificate has been self-generated and self-signed. When the Root CA 
receives a request for a CA Certificate or an entity wishing to cross certify with the Saudi 
National PKI, the NCDC-Root-CA does not issue a Certificate before the applicant accepts 
the terms of a Agreement accepts to adapt to the Saudi National PKI Policy, successfully 
completes the CSP or Cross Certifying Entity application form, obtains the required license 
from the CITC (for commercial CSPs), and gets final approval from the NPA. 

 

4.3.2 Notification to Subscriber of Certificate Issuance 

NCDC-Root-CA must notify the CA Applicant of Certificate issuance using secure 
mechanisms. 

 

4.4 Certificate Acceptance 

4.4.1 Conduct Constituting Certificate Acceptance 
Certificate acceptance is governed by the Agreements set out between the NCDC-Root-CA 
and CA’s. The use of a Certificate or the reliance upon a Certificate signifies acceptance by 
the CA of the terms and conditions of the NCDC-Root-CA-CP by which they irrevocably 
agree to be bound. 

 

4.4.2 Publication of the Certificate by the CA 
 Once NCDC-Root-CA accepts and generates entity certificate it shall be published in the 
appropriate repository, as described in Section 2.1. 

 

4.4.3 Notification of Certificate Issuance by the CA to other Entities 
The NPA and CA PA shall be informed when a CA has been cross certified with the NCDC-
Root-CA. 

 

4.5 Key Pair and Certificate Usage 
4.5.1 Subscriber Private Key and Certificate Usage 

 
Subscribers (CAs) shall use their Certificates exclusively for legal and authorized purposes 
in accordance with the terms and conditions of the Agreement, this CP, PDS, CPS and 
applicable laws. CAs shall protect their Private Keys from access by any other party and 
shall notify the NPA upon the compromise of the private key or any reasonable suspicion of 
compromise. 

 

4.5.2 Relying Party Public Key and Certificate Usage 
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Relying parties shall use public key certificates and associated public keys for the purposes 
as constrained by the extensions (such as key usage, extended key usage, certificate 
policies, etc.) in the certificates. The Relying Party is solely responsible for deciding whether 
or not to rely on the information in a certificate provided to accept or reject their participation 
in the transaction. 

 

4.6  Certificate Renewal 
Certificate renewal is the issuance of a new certificate without changing the public key or any 
other information in the certificate.  

Certification renewal is not supported for NCDC-issued certificates. 

 

4.7 Certificate Re-Key 
Re-keying (key update) a certificate consists of creating new certificates with a different Key 
pair while retaining other Subject information from old certificate. 

The new Certificate may be assigned a different validity period and/or signed using a 
different issuing CA private key.    

 

4.7.1 Circumstance for Certificate Re-key 

Certificate re-key shall take place after a certificate is revoked and the subscriber information 
is still accountable or after a certificate has expired or nearing expiry. The PAs shall specify 
at what percentage of a certificate lifetime the update process is initiated. 

 

4.7.2 Who May Request Certification of a New Public Key 

In accordance with the conditions specified in section 4.7.1, an authorized representative of 
the CA may request re-key of its CA certificate. 

 

4.7.3 Processing Certificate Re-keying Requests 

See section 3.3.1. 

 

4.7.4 Notification of New Certificate Issuance to Subscriber 

Notification of issuance of a re-keyed certificate to the Subscriber is in accordance with 
Section 4.3.2. 

 

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate 

See Section 4.4.1. 

 

4.7.6 Publication of the Re-keyed Certificate by the CA 



 
  
  

NCDC Root CA Certificate Policy  

 

Identifier: NCDC-RCA-Policies001-09v1.9 

 

Issue Date:06/03/2009 
Effective Date:07/03/2009                       

Page  25 of 64 
Public 

Version #: 1.9 

                   
 

See section 4.4.2. 

 

4.7.7 Notification of Certificate Issuance by the CA to Other Entities 

See section 4.4.3. 

 

4.8 Certificate Modification 
Certificate modification for all applicants will be accomplished through Certificate re-key as 
specified in section 4.7. 

The NCDC-Root-CA-CP does not support other forms of Certificate modification. 

 

4.9 Certificate Revocation and Suspension 
A Certificate shall be revoked when the binding between the Subject and the Subject’s 
Public Key defined within a Certificate is no longer considered valid. 

 

4.9.1 Circumstance for Revocation of a Certificate  

The NCDC-Root-CA shall revoke Certificate whenever: 

 
• failed to comply with the terms and conditions subject to which the licence was 

granted; 
• contravened any provisions of the Electronic Transactions (e-Transactions) Act and 

Bylaws made there under, 
• The Subject has failed to meet its obligations under its agreements with NCDC-Root- 

CA, those of any applicable CP,PDS and  CPS or any other applicable Agreements, 
• The private key corresponding to the public key in the certificate has been lost, 

disclosed without authorisation, stolen or compromised in any way. 

• The NPA suspects or determines that revocation of a Certificate is in the best interest 
of the integrity of the NCDC, 

• there has been an improper or faulty issuance of a certificate due to: 
 

� A material prerequisite to the issuance of the Certificate not being satisfied; 
 

� A material fact in the Certificate is known, or reasonably believed, to be false. 
  

Whenever any of the above circumstances occur, the associated certificate shall be revoked 
and placed on a CRL and specified as revoked by an OCSP Responder. 
 

4.9.2 Who Can Request Revocation of a Certificate 

The following entities can request revocation of a Certificate: 

• The NPA can request the revocation of any certificates issued by any CA 
participating in the Saudi National PKI, 
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• The  authorised signatory of the CA , 

• A legal, judicial or regulatory agency in Saudi Arabia 
 
The authority to revoke the NCDC root certificate rests with the NPA. 

If any request for revocation cannot be resolved, the request is subject to the Dispute 
Resolution process described in the Dispute Resolution Policy. 

 

4.9.3 Procedure for Revocation Request 

A request to revoke certificate shall identify the certificate to be revoked, explain the reason 
for revocation, and allow the request to be authenticated (e.g., digitally or manually signed). 
The Root CA shall authenticate the request as well as the authorization of the requester in 
accordance with the applicable Agreements. 

 

4.9.4 Revocation Request Grace Period 

There is no revocation grace period once a revocation request has been verified.  

 

4.9.5 Time within which CA must Process the Revocation Request 

Authorised Certificate revocation should be processed as soon as possible. 

 

4.9.6 Revocation Checking Requirements for Relying Parties 

Relying Parties should comply with the signature validation requirements defined in the 
Relying Party Agreement. 

 

4.9.7 CRL Issuance Frequency 
The NCDC-Root-CA will publish its CRL no less frequently than once every fourteen months 
and at the time of any Certificate revocation of certificate issued by it. 

 

4.9.8 Maximum Latency of CRLs 

CRLs shall be published immediately in the Repositories after Certificate revocation. 
Certificate status information is updated immediately. 

 

4.9.9 Online Revocation Checking Availability 

NCDC-Root-CA may provide access to an OCSP Responder covering the certificates it 
issues.  

 

4.9.10 Online Revocation Checking Requirements 
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The NCDC-Root-CA may make its Certificate status information available through an OCSP 
responder. OCSP requests and responses comply with the profiles specified later in this CP. 

 

4.9.11 Other Forms of Revocation Advertisements Available 

No stipulation. 

 

4.9.12 Special Requirements Related To Key Compromise 

The Relying Parties will be informed by the NPA of any potential or actual CA key 
compromises via telephone, email, fax, or other suitable methods as decided by the CA. 

 

4.9.13 Circumstances for Certificate Suspension 

The NCDC-Root-CA has the option to suspend Certificates under the circumstances 
described in section 4.9.1. 

    

4.9.14 Who can Request Suspension 
The following entities can request suspension of a Certificate: 

• The NPA can request the suspension of any certificates issued by any CA 
participating in the Saudi National PKI, 

• The authorised signatory of the CA  

• A legal, judicial or regulatory agency in Saudi Arabia 

If any request for suspension cannot be resolved, the request is subject to the Dispute 
Resolution process described in the Dispute Resolution Policy. 

 

4.9.15 Procedure for Suspension Request 

A request to suspend a certificate shall identify the certificate to be suspended, explain the 
reason for suspension, and allow the request to be authenticated (e.g., digitally or manually 
signed). The NCDC-Root-CA shall authenticate the request as well as the authorization of 
the requester in accordance with the applicable Agreements. 

 

4.9.16 Limits on Suspension Period 
 
The maximum period for which a Certificate can be suspended will be defined by the policy 
authority but shall not exceed ninety (90) days.  

 

4.9.17 Circumstances for Terminating Suspended Certificates 
A suspended Certificate is reactivated when the entity which requested the suspension of a 
Certificate is satisfied that the circumstances leading to the suspension are no longer valid. 
Once reactivated, the certificate will be valid for the remainder of its initial life time. 
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A suspended Certificate is revoked when the entity which requested the suspension of a 
Certificate is satisfied that the circumstances leading to the suspension are indeed valid. 

When the period for suspension has reached its maximum duration without resolution, the 
certificate will be revoked. 

 

4.9.18 Procedure for Terminating the Suspension of a Certificate 

A request to unsuspend a certificate shall identify the certificate to be unsuspended, explain 
the reason for unsuspension, and allow the request to be authenticated (e.g., digitally or 
manually signed). The CA or RA shall authenticate the request as well as the authorization 
of the requester in accordance with the applicable Agreements. 

 

4.10 Certificate Status Services 
The Status of public certificates is available from CRL’s in the repositories and via an OCSP 
responder, if supported.  

 

4.11 End of Subscription 

No stipulation. 

 

4.12 Key Escrow & Recovery 
No keys will be escrowed for the NCDC-Root-CA.  

 
 

5. FACILITY MANAGEMENT & OPERATIONS CONTROLS 
5.1 Physical Controls 
The NCDC has implemented policies and procedures to ensure that the physical 
environments in which the CA systems are installed maintain a high level of security:  

• NCDC-SSC systems are installed in a secure facility that is isolated from outside 
networks, with all access controlled;  

• The NCDC-SSC is separated into a series of progressively secure areas; and  

• The entrances and exits from the secure areas are under constant video surveillance 
and all systems that provide authentication, as well as those that record entry, exit 
and network activity, are in secured areas.  

The security techniques employed are designed to resist a large number and combination of 
different forms of attack. The mechanisms the NCDC-SSC uses include:  

• Perimeter alarms  
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• Closed circuit television  
• Two-factor authentication using Biometrics and dual mechanical rotary locks 
• Mantraps 
• Radio frequency attenuation shielding and reinforced walls  
• Motion detectors 
• Human guards 
• All the Networking and systems components including the certification components 

are installed in secure Data cabinets with pin locks from both sides. 

To prevent tampering, cryptographic hardware is stored in a most secure area of the NCDC-
SSC, with access limited to authorized personnel.  

The NCDC uses human guards to continually monitor the facility housing the CA equipment 
on a 7x24x365 basis. The NCDC-SSC facility is never left unattended.  

5.1.1 Site Location & Construction 
The location and construction of the facility housing the NCDC-Root-CA and other CAs, the 
NCDC-SSC, equipment is consistent with facilities used to house high value, sensitive 
information. The site location and construction, when combined with other physical security 
protection mechanisms such as guards and intrusion sensors, provide robust protection 
against unauthorized access to the NCDC-Root-CA equipment and records. 

 

5.1.2 Physical Access 
The CA equipment shall always be protected from unauthorized access. The physical 
security mechanisms for NCDC-Root-CA at a minimum shall be in place to: 

• Permit no unauthorized access to the hardware, 

• Store all removable media and paper containing sensitive plain-text information in 
secure containers, 

• Monitor, either manually or electronically, for unauthorized intrusion at all times, 

• Maintain and periodically inspect an access log. 

A security check of the facility housing the CAs equipment shall be on a regular basis. The 
NCDC-SSC facility shall never leave unattended.   

 

5.1.3 Power and Air Conditioning 
The CAs shall have backup capability sufficient to automatically lockout input, finish any 
pending actions, and record the state of the equipment before lack of power or air 
conditioning causes a shutdown. Any of the CA on-line servers (e.g., CAs hosting 
directories) shall be provided with Uninterrupted Power sufficient for a minimum of six hours 
operation in the absence of commercial power, to support a smooth shutdown of the CA 
operations. 
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5.1.4 Water Exposure 
The NCDC-Root-CA shall ensure that CA equipment is installed such that it is not in danger 
of exposure to water (e.g., on tables or elevated floors). 
 

5.1.5 Fire Prevention & Protection 
The CA equipment shall be housed in a facility with appropriate fire suppression and 
protection systems. 

 

5.1.6 Media Storage 
NCDC-Root-CA shall ensure that CA media is stored so as to protect it from accidental 
damage (such as water, fire, electromagnetic, etc.).  Media that contains audit, archive, or 
backup information is duplicated and stored in a location separate from the primary site. 

 

5.1.7 Waste Disposal 
Sensitive media and documentation that are no longer needed for operations shall be 
destroyed using appropriate disposal processes.  

 

5.1.8 Off-Site backup 
Full system backups of CAs, sufficient to recover from system failure, shall be made on a 
periodic schedule as described in the NCDC Operational Policies and Procedures. 

 

5.2 Procedural Controls 
5.2.1 Trusted Roles 

A trusted role is one whose incumbent performs functions that can introduce security 
problems if not carried out properly, whether accidentally or maliciously. The people selected 
to fill these roles must be extraordinarily responsible or the integrity of the PKI is weakened.  
The functions performed in these roles form the basis of trust for all uses of the NCDC. The 
following are the trusted roles for a CA: 

• CA Master 
• CA Officer 
• CA Administrator 
• CA Operator 
• CA Auditor 

  

5.2.2 Number of Persons Required per Task 
 
The NCDC-SSC shall ensure separation of duties for critical CA functions to prevent one 
person from maliciously using the PKI systems without detection. Each user’s system 
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access is limited to those actions for which they are required to perform in fulfilling their 
responsibilities. Separate individuals shall fill each of the roles specified in Section 5.2.1. 
This provides the maximum security and affords the opportunity for the greatest degree of 
checks and balances over the system operation.  

A single person may be sufficient to perform tasks associated with a role, except for the 
activation of the NCDC-Root-CA certificate signing Private Key. Activation of the NCDC-
Root-CA certificate signing Private Key shall require actions by at least two individuals. 

 

5.2.3 Identity-proofing for Each Role 
An individual shall identify and authenticate himself before being permitted to perform any 
actions set forth above for that role or identity. 

 

5.2.4 Separation of Roles 
 
The NCDC-Root-CA will ensure that no individual shall be assigned more than one Trusted 
Role.  

 

5.3 Personnel Controls 

5.3.1  Background, Qualifications, Experience, & Security Clearance 
Requirements 

All persons filling trusted roles are selected on the basis of loyalty, trustworthiness, and 
integrity. The requirements governing the qualifications, selection and oversight of 
individuals who operate, manage, oversee and audit the CA are set forth in the CPS. 

 

5.3.2 Background Check Procedures 
Background check procedures are described in the CPS and demonstrate that requirements 
set forth in Section  5.3.1 are met. 

 

5.3.3 Training Requirements 
The NCDC-Root-CA shall ensure that all personnel receive appropriate training. Such 
training shall address relevant topics such as security requirements, operational 
responsibilities and associated procedures.  

 

 

5.3.4 Retraining Frequency & Requirements 
Individuals responsible for PKI roles are made aware of changes in the CA operation.  Any 
significant change to the operations shall have a training (awareness) plan, and the 
execution of such plan shall be documented.   
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The NCDC-Root-CA shall review and update its training program at least once a year to 
accommodate changes in the CA system.  

 

5.3.5 Job Rotation Frequency & Sequence 
No stipulation. 

 

5.3.6 Sanctions for Unauthorized Actions 
The NCDC-Root-CA shall take appropriate administrative and disciplinary actions against 
personnel who perform unauthorized actions (i.e., not permitted by the Root CA CP, CPS, 
NCDC Policies and Operational Procedures) involving the CA or its repository. 

 

5.3.7 Contracting Personnel Requirements 
 

Contractor personnel employed to perform functions pertaining to the CA shall be subject to 
the requirements of Section  5.3.6. 

 

5.3.8 Documentation Supplied To Personnel 
NCDC-Root-CA will make available to its personnel its CP, CPS, and any relevant 
documents required to perform their jobs. 

 

5.4 Audit Logging Procedures 
Audit log files are generated for all events relating to the security of the NCDC-Root-CA and 
its RA. The security audit logs for each auditable event defined in this section are maintained 
in accordance with Retention period for archive, Section  5.5.2. 

 

5.4.1 Types of Events Recorded 
 
The NCDC-Root-CA shall ensure recording of all events in audit log files relating to the 
security of the CA system hosted in NCDC-SSC, including but not limited to, routers, 
firewalls, directories and servers hosting CA, RA and other softwares. All security audit 
capabilities of the CA operating system and CA applications shall be enabled.  
 
Such events include, but are not limited to:   
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• System start-up and shutdown; 

• CA application start-up and shutdown; 

• Attempts to create, remove, set passwords or change the system privileges of the 
PKI Master User, PKI Officers and PKI Administrators; 

• Changes to CA details and/or keys; 

• Changes to certificate creation policies (e.g. validity period); 

• Login and logout attempts; 

• Unauthorized attempts at network access to the CA system; 

• Unauthorized attempts to access system files; 

• Generation of CA and subordinate entity keys; 

• Creation and revocation of certificates;  
 

• Attempts to initialize, remove, enable, and disable Subscribers or Designated 
Certificate Holders, as well as attempts to update and recover their keys; and 

 
All logs, whether electronic or manual, must contain the date and time of the event and the 
identity of the Entity which caused the event. The CA shall also collect, either electronically 
or manually, security information not generated by the CA system such as: 
 

• Physical access logs; 

• System configuration changes and maintenance, as defined in the CPS; 

• CA personnel changes;  

• Discrepancy and compromise reports; 

• Information concerning the destruction of sensitive information; 

• Current and past versions of all Certificate Policies; 

• Current and past versions of Certification Practice Statements;  

• Vulnerability Assessment Reports; 

• Threat and Risk Assessment Reports; 

• Compliance Inspection Reports; and 

• Current and past versions of Agreements  

 

5.4.2 Frequency of Processing Data 
Audit logs are required to be processed in accordance with the NCDC Audit Policy. 

 

5.4.3 Retention Period for Security Audit Data 
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The NCDC-Root-CA shall retain all system generated (electronic) and manual audit records 
onsite for a period not less than twelve months from the date of creation.  

 

5.4.4 Protection of Security Audit Data 
 
The NCDC-Root-CA shall protect the electronic audit log system and audit information 
captured electronically or manually from unauthorized viewing, modification, deletion or 
destruction. 

5.4.5 Security Audit Data Backup Procedures 
 
NCDC-Root-CA shall back up all audit logs and audit summaries.   

 

5.4.6 Security Audit Collection System (Internal or External) 
The audit collection system is detailed in the NCDC Audit Policy. 

 

5.4.7 Notification to Event-Causing Subject 
Event-causing subject are not notified. 

 

5.4.8 Vulnerability Assessments 
Routine vulnerability self-assessments of security controls shall be performed by the NCDC-
Root-CA. 

 

5.5 Records Archive 

5.5.1 Types of Events Archived 
NCDC-Root-CA archive records shall be sufficiently detailed to establish the proper 
operation of the CA, or the validity of any certificate (including those revoked or expired) 
issued by the CA. 

 

5.5.2 Retention Period for Archive 
The minimum retention periods for archive data shall be established in accordance with 
applicable regulatory guidance, laws, Agreements, and as specified by the NPA. 

 

5.5.3 Protection of Archive 
 
Only authorized individuals shall be permitted to review the archive. The contents of the 
archive shall not be released except as determined by the NPA, CA PA, or as required by 
law. Records and material information relevant to use of, and reliance on, a certificate shall 
be archived. Archive media shall be stored in a secure storage facility separate from the 



 
  
  

NCDC Root CA Certificate Policy  

 

Identifier: NCDC-RCA-Policies001-09v1.9 

 

Issue Date:06/03/2009 
Effective Date:07/03/2009                       

Page  35 of 64 
Public 

Version #: 1.9 

                   
 

component itself. Any secondary site must provide equivalent protection and access controls 
as the primary site. 

 

 

5.5.4 Archive Backup Procedures 
As specified in the NCDC Backup Policies and Procedures. 

 

5.5.5 Requirements for Time-Stamping of Records 
Certificates, CRLs, and other revocation database entries shall contain time and date 
information obtained from the Time Server.  

Also all the System logs shall be time stamped. 

 

5.5.6 Archive Collection System (Internal or External) 
As specified in the NCDC-SSC Operational Policies and Procedures. 

 

5.5.7 Procedures to Obtain & Verify Archive Information 
As specified in the NCDC-SSC Operational Policies and Procedures. 

 

5.6 Key Changeover 
The CA system utilized by the NCDC-Root-CA supports key rollover, allowing CA keys to be 
changed periodically as required to minimize risk to the integrity of the NCDC-Root-CA. 
Once changed the new key is used for certificate signing purposes. The unexpired older 
keys are used to sign CRL’s until all certificates signed by the unexpired older private key 
have expired. 

5.7 Compromise & Disaster Recovery 

5.7.1 Incident and Compromise Handling Procedures 
If the Root-CA or other CA detects a potential hacking attempt or other form of compromise 
to a CA, it shall perform an investigation in order to determine the nature and the degree of 
damage. If the CA key is suspected of compromise, the procedures outlined in Section  5.7.3 
shall be followed.  Otherwise, the scope of potential damage shall be assessed in order to 
determine if the CA needs to be rebuilt, only some certificates need to be revoked, and/or 
the CA key needs to be declared compromised. 

 

5.7.2 Computing Resources, Software, and/or Data Are Corrupted 
NCDC-Root-CA shall maintain backup copies of hardware, system, databases, and private 
keys in order to rebuild the CA capability in case of software and/or data corruption. 
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5.7.3 CA Private Key Compromise Recovery Procedures 
As specified in the NCDC-SSC Operation Policies and Procedures and the NCDC-Root-CA-
CPS. 

 

5.7.4 Business Continuity Capabilities after a Disaster 
In the case of a disaster whereby NCDC-Root-CA installation is physically damaged and all 
copies of the CA Signing Key are destroyed as a result, the NPA shall request that the 
NCDC-Root-CA certificate be revoked, and shall inform the CA-PA of actions they intend to 
take to re-establish the Root-CA, and will follow whatever processes have been set forth in 
the respective Agreement for that purpose. 

 

5.8 CA & RA Termination 

5.8.1 CA Termination 
If any CA terminates operation for convenience, contract expiration, re-organization, or other 
non-security related reason, the Agreement between the NCDC-Root-CA and the CA shall 
set forth what actions are to be taken to ensure continued support for certificates previously 
issued by the CA.  At a minimum, such actions shall include preservation of the CA 
information archive described in the NCDC-Root-CA-CP and CPS. 

 

5.8.2 RA Termination 
Upon termination of the RA Agreement, the RA certificate shall be revoked and the tasks 
performed by the RA must be handled by another RA. 

 

6. TECHNICAL SECURITY CONTROLS 

6.1 Key Pair Generation & Installation 
6.1.1 Key Pair Generation 

NCDC-Root-CA Key generation procedures shall be documented.  

NCDC-Root-CA Key pair generation shall be witnessed and attested by a party separate 
from the CA trusted roles as mentioned in 5.2.1. 

Key Pair generation must be performed using trustworthy systems and processes that 
provide the required cryptographic strength of the generated keys, and prevent the loss, 
disclosure, modification, or unauthorised use of such keys. NCDC-Root-CA shall use 
Hardware Security Modules (HSMs) for CA key generation and storage. The Hardware 
Security Modules (HSM’s) used for key generation meet the requirements of FIPS 140-2 
Level 3 to store the CA keys. 

6.1.2 Private Key Delivery to Subscriber 

No end-subscriber certificates are issued from the NCDC-Root -CA except for the supportive 
operational roles. 
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6.1.3 Public Key Delivery to Certificate Issuer 

Applicant public keys must be delivered for certificate issuance using industry standard 
secure protocol. 

 

6.1.4 CA Public Key Delivery to Subscribers and Relying Parties 

The NCDC-Root-CA and other CAs will ensure that their Subscribers and Relying Parties 
receive and maintain the trust anchor in a trustworthy fashion. Methods for trust anchor 
delivery may include: 

• A trusted role loading the trust anchor onto Tokens delivered to Subscribers via 
secure mechanisms, 

• Distribution of trust anchor through secure out-of-band mechanisms, 

• Calculation and comparison of trust anchor hash or fingerprint against the hash made 
available via authenticated out-of-band sources, or 

• Downloading trust anchor from web sites secured with a currently valid certificate of 
equal or greater assurance level than the Certificate being downloaded and the site 
trust anchor already on the Subscriber system via secure means. 

 

6.1.5 Key Sizes 

Key pairs shall be of sufficient length to prevent others from determining the key pair’s 
private key using cryptanalysis during the period of expected utilization of such key pairs. 
Key sizes are described in section 6.3.2. All FIPS-approved signature algorithms shall be 
considered acceptable. If the NPA determines that the security of a particular algorithm may 
be compromised, it may propose schedule for transition to the other stronger algorithms. 

All certificates issued shall use at least 1024 bit RSA, with Secure Hash Algorithm version 1 
(SHA-1), Elliptical Curve Digital Signature Algorithm (ECDSA), or RSA digital signature in 
accordance with FIPS 186-2 or equivalent.   

TLS or another protocol providing similar security to accomplish any of the requirements of 
this CP shall use triple-DES or AES (minimum 128 bit key strength) for the symmetric key, 
and at least 1024 bit RSA or equivalent for the asymmetric keys. 

 

6.1.6 Public Key Parameters Generation and Quality Checking 

Public key parameters prescribed shall be generated in accordance with industry best 
practices. RSA keys shall be generated according to ANSI X9.31 and primality testing of 
prime numbers shall be done according to ANSI X9.80 standards.  However no end-
subscriber certificates are issued from the NCDC Root CA. 

 

6.1.7 Key Usage Purposes 
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Public keys that are bound into certificates shall be certified for use in authenticating, signing 
or encrypting, but not all, except as specified by the issuing CA. The use of a specific key is 
determined by the key usage extension in the X.509 certificate.  

NCDC-Root-CA and other CAs keys are used for certificate signing and CRL signing.  

 

6.2 Private Key Protection & Crypto-Module Engineering Controls 
6.2.1 Cryptographic Module Standards & Controls 

Cryptographic modules employed in the NCDC shall comply with FIPS-PUB 140-2 “Security 
Requirements for Cryptographic Modules”. 

 

6.2.2 CA Private Key Multi-Person Control 

Using of NCDC-Root-CA Private signing key shall require action by multiple persons as 
described in same section of NCDC-Root-CA-CPS.  

 

6.2.3 Private Key escrow 

Subscriber encryption keys may be escrowed by the issuing CA. Policies and practices for 
the other CAs private key escrow and recovery are described in the Key Escrow Policy and 
Associated Procedures.  

 

6.2.4 Private Key Backup 

NCDC-Root-CA signing Private Key shall be backed up under the same multi-person control 
as the original Signing Key.  A single copy of the signing key may be stored at the CA 
location.  A second copy may be kept at the CA backup location identified as business 
continuity location.  A third copy may be kept at the CA backup location identified as disaster 
recovery location. Procedures for NCDC-Root-CA signing Private Key backup shall be 
detailed in the NCDC-SSC Operating Policies and Procedures and the NCDC-Root-CA-
CPS. 

 

6.2.5 Private Key Archival 

A complete history of all encryption private keys and certificates issued must be maintained 
for NCDC-Root-CA supporting functions, such as RA Administrators and NPA.  

 

6.2.6 Private Key Transfer into or from a Cryptographic Module 

NCDC-Root-CA Private Keys shall be generated in and remain in the same hardware 
cryptographic module.    

The NCDC-Root-CA keys shall be cloned for secure backup from the master hardware 
cryptographic module, directly to the backup hardware cryptographic module(s) using secure 
mechanisms. The NCDC-Root-CA Key should not be temporarily or permanently saved in 
software for any purpose. 
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6.2.7 Private Key Storage on Cryptographic Module 

The NCDC-Root-CA Private Keys shall be stored on FIPS 140-2 Level 3 cryptographic 
module, in encrypted form. 

 

6.2.8 Method of Activating Private Keys 

A CA’s private key shall be activated by the main stakeholders and authorized personnel, as 
defined in Section 6.2.2, supplying their activation data. Such activation data shall be held on 
secure media and shall require the successful completion of an authentication process using 
a password or PIN.  

 

6.2.9 Methods of Deactivating Private Keys 

A CA’s private keys shall be deactivated by the main stakeholders and authorised personnel, 
as defined in Section 6.2.2 by removing their secure media and storing it in a secure 
container or environment when not in use. 

 

6.2.10 Methods of Destroying Private Keys 

All Private Signing and Authentication keys should be destroyed when they are no longer 
needed, or when the Certificates to which they correspond expire or are revoked.  

Private encryption keys must be escrowed in accordance with section 6.2.3.  

 

6.2.11 Cryptographic Module Rating 

As described in section 6.2.1. 

 

6.3 Other Aspects of Key Management 
6.3.1 Public Key Archive 

The Public Key is archived as part of the certificate archive process. 

 

6.3.2 Certificate Operational Periods and Key Usage Periods 

The table below shows key usage periods and certificate lifetime: 

 

Key/Certificate Key Length in Bits Maximum Validity Period 

Root CA signing Key and 
certificate 

2048 240 months 

CA signing key and 
certificate 

2048 120 months 

End Entity signing key and 
Certificate 

1024 36 months 
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End Entity Encryption 
Certificate 

1024 36 months 

End Entity Decryption Key  1024 No Expiry 

 

6.4 Activation Data 
6.4.1 Activation Data Generation & Installation 

The activation data used to unlock private keys, in conjunction with any other access control, 
shall have an appropriate level of strength for the keys or data to be protected.  Activation 
data may be user selected.  

 

6.4.2 Activation Data Protection 

If written down, it will be secured at the level of the data that the associated cryptographic 
module is used to protect, and will not be stored with the cryptographic module. 

 

6.4.3 Other Aspects of Activation Data 

No stipulation. 

 

6.5 Computer Security Controls 
6.5.1 Specific Computer Security Technical Requirements 

The computer security functions may be provided by the operating system, or through a 
combination of operating system, software, and physical safeguards.  

 

6.5.2 Computer Security Rating 
The CA software shall be certified under the Common Criteria or ITSEC to a level equivalent 
to Common Criteria EAL 4. 

 

6.6 Life-Cycle Technical Controls 

6.6.1 System Development Controls 
The NCDC-Root-CA design, installation, and operation will be documented by qualified 
personnel. The NCDC-SSC operational personnel, with oversight by the NPA, will develop 
and produce appropriate qualification documentation establishing that NCDC-Root-CA 
components are properly installed and configured, and operate in accordance with the 
technical specifications.   

 

6.6.2 Security Management Controls 
The configuration of the NCDC-SSC systems as well as any modifications and upgrades 
shall be documented and controlled. There shall be a mechanism for detecting unauthorized 
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modification to software or configuration.  A formal configuration management methodology 
shall be used for installation and ongoing maintenance of the system.  

 

6.6.3 Life Cycle Security Ratings 
No stipulation. 

 

6.7 Network Security Controls  
RAs shall employ appropriate security measures to ensure they are guarded against denial 
of service and intrusion attacks.  

Any boundary control devices used to protect the network on which PKI equipment is hosted 
shall deny all but the necessary services to the PKI equipment.  

6.8 Time Stamping 

Time stamping will be supported as detailed in the same section of the NCDC-Root-CA-
CPS. 

 

7. CERTIFICATE, CRL, AND OCSP PROFILES 

7.1 Certificate Profile 
This section contains the rules and guidelines followed by this CA in populating X.509 
certificates and CRL extensions. The Certificate profile for the NCDC-Root-CA is described 
in this section. The Certificate profiles of all subordinated issuing CAs of the NCDC-Root-CA 
and the issued subscriber certificates are described in the CP/CPS of the according issuing 
CA. 
 
Certificate profiles are covered in Appendix –B. 

7.1.1 Version Numbers 
The NCDC-Root-CA shall issue X.509 v3 certificates (populate version field with integer "2"). 
 

 

7.1.2 Certificate Extensions 
NCDC critical private extensions shall be interoperable in their intended community of use. 

Subordinate and Subscriber certificates may include any extensions as specified by RFC 
3280 in a certificate, but must include those extensions required by this CP.  Any optional or 
additional extensions shall be non-critical and shall not conflict with the certificate and CRL 
profiles defined in this CP.   

7.1.3 Algorithm Object Identifiers 
 
NCDC-Root-CA shall sign Certificates using      
sha-1WithRSAEncryption algorithm (OID: =1.2.840.113549.1.1.5). 
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The algorithm identifier of the subject Public Key shall be rsaEncryption 
(OID: = 1.2.840.113549.1.1.1). 

7.1.4 Name Forms 
 
Certificates issued by NCDC-Root-CA shall contain the full X.500 distinguished name of the 
certificate issuer and certificate subject in the issuer name and subject name fields. 
Distinguished names are in the form of an X.501 printable string. 
 

7.1.5 Name Constraints 
 
No stipulation. 
 

7.1.6 Certificate Policy Object Identifier 
 
CA and Subscriber Certificates issued under this CP shall assert a certificate policy OID.   
 

7.1.7 Usage of Policy Constraints Extension 
 
It is expected that all members of the Saudi National PKI apply to this policy. 
 

7.1.8 Policy Qualifiers Syntax & Semantics 
No stipulation.  
 

7.1.9 Processing Semantics for the Critical Certificate Policy Extension 
 
No stipulation.  

7.2 CRL Profile 
7.2.1 Version Numbers 

 
NCDC-Root-CA shall issue X.509 version two (v2) CRLs (populate version field with integer 
"1"). 

7.2.2 CRL and CRL Entry Extensions 
Critical private extensions shall be interoperable in their intended community of use. 
 
Updates of this CRL will accrue every time the CA is used, but at least every fourteen 
months. 
The URI for this CRL is http://web.ncdc.gov.sa/CRL/nrcapart<n>.crl   
 
  
 

Field  Content  Comment  

Version 1  

Algorithm Sha1RSA  
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Field  Content  Comment  

Issuer OU=Saudi National Root CA  
O=National Center for Digital Certification  
C=SA 

 

This update <issue date>  

Next update <issue date + 14 months> When a certificate is revoked or any material change 
is required. 

AuthorityKeyIdentifier <Issuing CA’s Subject Key Identifier>  

CRL number <number>  

7.3 OCSP Profile 
OCSP requests and responses shall be in accordance with RFC 2560.   

 

7.3.1 Version Number 
The version number for request and responses shall be v1. 

 

7.3.2 OCSP Extensions 
No stipulation 

 

 

8. COMPLIANCE AUDIT & OTHER ASSESSMENTS 
The NPA shall be responsible for overseeing compliance of the NCDC-Root-CA. The NCDC-
SSC shall ensure that the requirements of the NCDC-Root-CA CP, PDS and CPS and the 
provisions of applicable Agreements with operational policies and procedures shall be 
implemented and enforced.  

 

8.1 Frequency and Circumstances of Assessments 
 
The NCDC-Root-CA shall be subjected to periodic compliance audits which are no less 
frequent than once a year and after each significant change to the deployed procedures and 
techniques. Moreover, the NPA may require ad-hoc compliance audits of NCDC-Root-CA to 
validate that it is operating in accordance with the respective CP, PDS, CPS, and other 
supporting operational policies and procedures.    

 

8.2 Identity & Qualifications of Assessor 

The auditor shall demonstrate competence in the field of compliance audits for security and 
PKIs, and shall be thoroughly familiar with requirements that the NPA imposes on the 
issuance and management of NCDC certificates. The compliance auditor shall perform such 
compliance audits as a primary responsibility.  
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8.3 Assessor’s Relationship to Assessed Entity 

To provide an unbiased and independent evaluation, the auditor and audited party shall not 
have any current or planned financial, legal or other relationship that could result in a conflict 
of interest. 

 

8.4 Topics Covered By Assessment 
The audit will verify if the NCDC-Root-CA is in compliance with requirements specified in the 
NCDC-Root-CA CP, PDS and CPS, any documents referenced in them, and any relevant 
NCDC-SSC Operating Policies and Procedures.   

 

8.5 Actions Taken As A Result Of Deficiency 

If irregularities are found by the auditor, the audited party shall be informed in writing of the 
findings. The audited party must submit a report to the auditor or directly to the NPA, as 
determined by the NPA, as to any remedial action the audited party will take in response to 
the identified deficiencies. This report shall include a time for completion to be approved by 
the auditor, or by the NPA as appropriate. 

Where an audited party fails to take remedial action in response to the identified 
deficiencies, the NPA shall be informed by the auditor and shall take the appropriate action, 
according to the severity of the deficiencies. 

 

8.6 Communication of Results 

An Audit Compliance Report, including identification of corrective measures taken or being 
taken by the audited party, shall be provided to the NPA.   

 

9. OTHER BUSINESS & LEGAL MATTERS 

9.1 Fees 
 
Currently, no fees are charged by NCDC-Root-CA for Digital Certificates, although NPA 
reserves the right to change this in the future. 

9.1.1 Certificate Issuance/Renewal Fee 

NCDC-Root-CA may not charge for certificate issuance and renewal. 

 

9.1.2 Certificate Access Fees  

NCDC-Root-CA may not charge for access to any certificates. 

9.1.3 Revocation or Status Information Access Fee 
 
No fee is charged for Digital Certificate revocation or status information access. 
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9.1.4 Fees for Other Services 

 NCDC-Root-CA may not charge for other services. 

 

9.1.5 Refund Policy 
 
Refunds are not possible for the Digital Certificates for which no fees are charged. 

 

9.2 Financial Responsibility 
 
The NCDC-Root-CA disclaims all liability implicit or explicit due to the use of any certificates 
issued by the NCDC-Root-CA which certify public keys of CAs.  

 

9.2.1 Insurance Coverage 

Insurance coverage for any CA shall be in accordance with the applicable Agreement 
between the contracting party and the CA. 

 

9.2.2 Other Assets 
 

The NCDC-Root-CA maintains sufficient financial resources to maintain operations and fulfill 
duties. Other approved CAs shall also maintain reasonable and sufficient financial resources 
to maintain operations, fulfill duties, and address commercially reasonable liability 
obligations to participants under the Saudi National PKI. 
 

9.2.3 Insurance/warranty Coverage for End-Entities 

Insurance and/or warranty coverage for end-entities shall be in accordance with the 
respective Agreement with the CSP. 

It is in the sole responsibility of subscribers and relying parties to ensure an adequate 
insurance, to cover risks using the certificate or rendering respective services. 

 

9.3 Confidentiality of Business Information 

Information pertaining to the CA and not requiring protection may be made publicly available 
at the discretion of the NPA or CA PA. Specific confidentiality requirements for business 
information are defined in the NCDC Privacy Policy and the applicable Agreements. 

 

9.3.1 Scope of Confidential Information 

Any corporate or personal information held by the NCDC-SSC, CAs, RAs, or LRAs related to 
the application and issuance of Certificates is considered confidential and will not be 
released without the prior consent of the relevant holder, unless required otherwise by law or 
to fulfil the requirements of this CP, and in accordance with the Privacy policy. 
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9.3.2 Information not within the Scope of Confidential Information 

Such information as specified by the NPA, Privacy Policy, NCDC Operating Policies and 
procedures and applicable Agreements. 

 

9.3.3 Responsibility to Protect Confidential Information 

All Saudi National PKI participants shall be responsible for protecting the confidential 
information they possess in accordance with the Privacy policy and applicable laws and 
Agreements. 

 

9.4 Privacy of Personal Information 

9.4.1 Privacy Plan 

All Subscribers identifying information as defined by Privacy policy shall be protected from 
unauthorized disclosure. 

 

9.4.2 Information treated as Private 

Information to be treated as private is defined in the Privacy policy. 

 

9.4.3 Information not deemed Private 

Shall include any information not specifically identified under Section 9.4.2. 

 

9.4.4 Responsibility to Protect Private Information 

Any sensitive information shall be explicitly identified in the Agreement with the contracting 
party.   

Access to this information shall be restricted to those with an official need-to-know in order to 
perform their official duties.   

 

9.4.5 Notice and Consent to Use Private Information 

Requirements for notice and consent to use private information are defined in the respective 
Agreements and Privacy policy. 

 

9.4.6 Disclosure Pursuant to Judicial/Administrative Process 

Any disclosure shall be handled in accordance with the Privacy policy. 

 

9.4.7 Other Information Disclosure Circumstances  

Any disclosure shall be handled in accordance with the Privacy policy. 
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9.5 Intellectual Property Rights 
The NPA retains exclusive rights to any products or information developed under or pursuant 
to this CP. 

 

9.6 Representations & Warranties 
9.6.1 Root CA Representations and Warranties 

The NCDC, acting as the Root CA, will warrant and promise to:  

• Provide the operational infrastructure and certification services; 

• Provide certification and repository services consistent with this CP, CPS and NCDC 
Operating Policies and Procedures; 

• Use its private signing key only to sign certificates and CRLs and for no other 
purpose; 

• Perform authentication and identification procedures in accordance with applicable 
Agreement and NCDC Operational Policies and Procedures;  

• Provide certificate and key management services including certificate issuance, 
publication, revocation and key renewal and update in accordance with the Root CA 
CP and CPS.  

• Ensure that CA personnel use private keys issued for the purpose of conducting CA 
duties only for such purposes; 

 

The representations and warranties that each CA provides will be described in the 
corresponding Agreement. 

 

9.6.2 RA Representations and Warranties 

An RA who performs registration functions represents and warrants that it shall comply with 
the stipulations of this CP, and the associated CPS. An RA who is found to have acted in a 
manner inconsistent with these obligations is subject to revocation of RA responsibilities. 

 

 

9.6.3 CA’s Representations and Warranties 

• Review the issued Certificate to confirm the accuracy of the information contained 
within it before installation and first use 

• For the  CA’s, the Hardware Security Modules (HSM’s) used for key generation meet 
the requirements of FIPS 140-2 Level 3 to store the CA keys and take reasonable 
precautions to prevent any loss, disclosure, or unauthorised use of the private key  

• CA private key is generated using multi-person control “m-of-n” split key knowledge 
scheme. 
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• Backing up of the CA signing Private Key is under the same multi-person control as 
the original Signing Key.   

• Keep confidential, any passwords, PINs or other personal secrets used in obtaining 
authenticated access to PKI facilities and maintain proper control procedures for all 
such personal secrets. 

 

9.6.4 Relying Parties Representations and Warranties 
  

Relying Parties who rely upon the certificates issued under Saudi National PKI shall: 

• use the certificate for the purpose for which it was issued, as indicated in the 
certificate information (e.g., the key usage extension); 

• verify the Validity by ensuring that the Certificate has not Expired  

• establish trust in the CA who issued a certificate by verifying the certificate path in 
accordance with the guidelines set by the X.509 Version 3 Amendment; 

• ensure that the Certificate has not been suspended or revoked by accessing current 
revocation status information available at the location specified in the Certificate to be 
relied upon  

• determine that such Certificate provides adequate assurances for its intended use.  

 

9.6.5 Subscriber Representations and Warranties 

 
(i) Subscriber is obligated to:  

• Secure private key and take reasonable and necessary 
precautions to prevent loss, disclosure, modification, or 
unauthorized use of the private key.  This includes password, 
hardware token, or other activation data that is used to control 
access to the Subscriber’s private key; 

• Use Subscriber Certificate only for its intended uses as specified 
by the CSPs 

• Notify the CSP in the event of a key compromise immediately 
whenever the Subscriber has reason to believe that the 
Subscriber’s private key has been lost, accessed by another 
individual, or compromised in any other manner; 

• Use the Subscriber Certificate that does not violate applicable laws 
in the Kingdom of Saudi Arabia; and 

• Immediately cease use of the Subscriber Certificate upon 
termination of Subscriber Agreement, revocation or expiration of 
the Subscriber Certificate.  
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(ii) Subscriber agrees that any use of the Subscriber Certificate to sign or otherwise 
approve the contents of any electronic record or message is attributable to 
Subscriber.  Subscriber agrees to be legally bound by the contents of any such 
electronic record or message. 

 

 

9.7 Disclaimers of Warranties 

 

NCDC, through its associated components, seeks to provide digital certification services 
according to international standards and best practices, using the most secure physical and 
electronic installations. 

The NCDC-Root-CA provides no warranty, express, or implied, statutory or otherwise and 
disclaims any and all liability for the success or failure of the deployment of the Saudi 
National PKI or for the legal validity, acceptance or any other type of recognition of its own 
certificates, those issued by it or by a CSP CA or other Subordinate entity, any digital 
signature backed by such certificates, and any products provided by the NCDC. The NCDC 
further disclaims any warranty of merchantability or fitness for a particular purpose of the 
above-mentioned certificates, digital signatures and products.   

 

 

9.8 Limitations of Liability 

Limitations on Liability 

• The NCDC-Root-CA will not incur any liability to Subscribers or any person to the 
extent that such liability results from their negligence, fraud or willful misconduct. 

• The NCDC-Root-CA assumes no liability whatsoever in relation to the use of 
Certificates or associated Public-Key/Private-Key pairs issued under this policy for 
any use other than in accordance with this policy. Subscribers will immediately 
indemnify the NCDC-Root-CA from and against any such liability and costs and 
claims arising there from.  

• The NCDC-Root-CA will not be liable to any party whosoever for any damages 
suffered whether directly or indirectly as a result of an uncontrollable disruption of its 
services. 

• End-Users, RAs, CSPs are liable for any form of misrepresentation of information 
contained in the certificate to relying parties even though the information has been 
verified by CSPs or NCDC-Root-CA.  

• Subscribers to compensate a Relying Party which incurs a loss as a result of the 
Subscriber’s breach of Subscriber agreement. 

• Relying Parties shall bear the consequences of their failure to perform the Relying 
Party obligations. 
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• Registration Authorities shall bear the consequences of their failure to perform the 
Registration Authorities obligations described in the Registration Authorities 
agreement. 

• NCDC-Root-CA denies any financial or any other kind of responsibility for damages 
or impairments resulting from its CA operation. 

 

9.9 Indemnities 
The CSPs shall indemnify, defend and hold harmless  

• the NCDC, its directors, officers, employees, agents, consultants, and subsidiaries 
from any and all claims, damages, costs (including, without limitation, attorney’s 
fees), judgments, awards or liability,  

• the CSP’s own employees, arising from any of the CSP’s operations and activities as 
a CSP , of any entity or services subordinated or outsourced by the CSP,  

• any parties relying on the CSP’s Certificates, or arising as a result of an infringement 
or violation of any patents, copyrights, trade secrets, licenses, or other property rights 
of any third party.  

 

 

9.10 Term & Termination 
9.10.1 Term  

The CP becomes effective upon publication in the repository. Amendments to this CP 
become effective upon publication in the repository. 

 

9.10.2 Termination 

This CP as amended from time to time shall remain in force until it is replaced by a new 
version. The latest version of the NCDC-Root-CA-CP can be found at: http://www. 
ncdc.gov.sa/.     
 

9.10.3 Effect of Termination and Survival 
Upon termination of this CP, participants are nevertheless bound by its terms for all 
certificates issued for the remainder of the validity periods of such certificates. 

 

9.11 Individual Notices & Communications with Participants 

All communication between the NCDC, NPA, PA, Root CA, other CAs, Cross certifying 
entities, RAs and LRAs shall be in writing or via digitally signed communication.  If in writing, 
the communication shall be signed on the appropriate organization letterhead.  If 
electronically, a Digital Signature shall be made using a Private Key whose companion 
Public Key is certified using a Certificate meeting the this CP Certificate assurance level.  
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9.12 Amendments 
9.12.1 Procedure for Amendment 

The NPA shall review this CP at least once per year. Errors, updates, or suggested changes 
to this CP shall be communicated to the Saudi National PKI participants and Subscribers.  
Such communication shall include a description of the change, a change justification, and 
contact information for the person requesting the change as per the NCDC Change 
Management Policy. 

 

9.12.2 Notification Mechanism and Period 

This CP and any subsequent changes shall be made available to the Saudi National PKI 
Participants within one week of approval. The NPA reserves the right to amend this CP 
without notification for amendments that are not material, including without limitation 
corrections of typographical errors, changes to URL’s, and changes to contact information. 
All the Saudi National PKI Participants and other parties designated by the NPA shall 
provide their comments to the NPA in accordance with the NPA rules. 

 

9.12.3 Circumstances under which OID must be changed 

The policy OID shall only change if the change in the CP results in a material change to the 
trust by the relying parties, as determined by the NPA, in its sole discretion. 

 

9.13 Dispute Resolution Provisions 
The use of certificates issued by the NCDC is governed by contracts, agreements, and 
standards set forth by the NCDC.  Those contracts, agreements and standards include 
dispute resolution policy and procedures that shall be employed in any dispute arising from 
the issuance or use of a certificate governed by this CP. Dispute Resolution mechanism is 
described in the Dispute Resolution Policy. 

 

9.14 Governing Law 

This CP is governed by the laws of the Kingdom of Saudi Arabia.  

 

9.15 Compliance with Applicable Law  

This CP is subject to applicable national, local and foreign laws, rules, regulations, 
ordinances, decrees, and orders including, but not limited to, restrictions on exporting or 
importing software, hardware, or technical information. 

 

9.16 Miscellaneous Provisions 

9.16.1   Entire agreement 

  No Stipulation 

9.16.2   Assignment 
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Except where specified by other contracts, no party may assign or delegate this CP or any of 
its rights or duties under this CP, without the prior written consent of the NPA. 

 

9.16.3   Severability 

Should it be determined that one section of this CP is incorrect or invalid, the other sections 
of this CP shall remain in effect until the CP is updated.  The process for updating this CP is 
described in Section 9.12. 

 

9.16.4   Enforcement (Attorney Fees/Waiver of Rights)  
 
This document shall be treated according to laws of Kingdom of Saudi Arabia. Legal 
disputes arising from the operation of the NCDC-Root-CA will be treated according to laws of 
Kingdom of Saudi Arabia. 
  

9.16.5   Force Majeure  

The NCDC-Root-CA shall not be liable for any failure or delay in its performance under this 
CP due to causes that are beyond its reasonable control, including, but not limited to, an act 
of God, act of civil or military authority, fire, epidemic, flood, earthquake, riot, war, failure of 
equipment, failure of telecommunications lines, lack of Internet access, sabotage, and 
reasons beyond provisions of the governing law. 
 

9.17 Other Provisions 

9.17.1    Fiduciary relationships 
The NCDC-Root-CA is not the agent, fiduciary, trustee or any other representative of any of 
the approved CAs and must not be represented by the approved CAs in that form.  The 
approved CAs have no authority to bind the NCDC-Root-CA, by contract or otherwise of any 
obligation or financial implication. 

 

9.17.2    Administrative processes 
  
No Stipulation. 
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Appendix A: DEFINITIONS & ACRONYMS  
 
• Applicant 

 Any entity that has applied to get a Certificate, such as subscribers or CAs 
wishing to cross-certify with or join the NCDC. 

• Archive 
 To store records for a given period of time for security, backup, or auditing 

purposes. 
• Audit 

 Audit is defined as an independent review and examination of system 
records and activities to assess the adequacy and effectiveness of system 
controls, to ensure compliance with established policies and operational 
procedures, and to recommend necessary changes in controls, policies, 
or procedures. 

• Audit Policy 
 This document details the auditing policies for the National Center for 

Digital Certification. 
• Audit Logs 

 All significant transactions are recorded in audit logs. Audit logs are 
valuable because they record all significant operations. 

• Authentication 
 A process used to confirm the identity of a person or to prove the integrity 

of specific information.  
 

• Authority Revocation List (ARL) 
 A list of revoked CA certificates. 

 
• Authorization 

 Determining whether a subject is trusted for a given purpose. 
 

• Backup 
 Copy of files and programs made to facilitate recovery if necessary. 

 
• Business Continuity Policy 

 A document that outlines the policy to ensure that plans and procedures 
are in place for a prompt resumption of the Saudi National PKI processes 
in the event of a disruption to normal operational activities. 

 
• CA Administrator 

 A trusted person who uses certificate software to enable and disable 
users individually or in bulk, revoke user’s keys, initiate key recovery for 
users, create new encryption key pairs for users, disable and re-enable a 
user’s ability to sign files, and increase the maximum number of users in a 
CA domain. The Administrator can also review audit logs. Depending on 
the organization’s security policy, the Administrator may also be able to 
change default user certificate lifetimes (and perhaps disable certificate 
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updates) and default Encryption and Verification policies. They can also 
issue new CRLs. 

 
• Certificate 

 A digital identifier linking an entity and a trusted third party able to confirm 
the entity’s identity. It is used to verify the identity of an individual, 
organization, or Web server, and to ensure non-repudiation in business 
transactions. Three major kinds of certificates are used in a PKI:  CA 
certificates, server certificates, and end-entity certificates. In this context, 
the terms ‘Certificate’ and ‘Digital Certificate’ are used interchangeably. 

 
• Certification path 

 An ordered sequence of certificates that, together with the public key of 
the initial object in the path, can be processed to obtain that of the final 
object in the path. 

 
• Certificate Policy (CP) 

 A named set of rules that indicate the applicability of a certificate to a 
particular community and/or class of application with common security 
requirements. 

 
• Certification Practice Statement (CPS) 

 A statement of the practices which a certification authority employs in 
issuing certificates. 

 
• Certificate Profile 

 The specification of the fields to be included in a Certificate. 
 

• Certification Authority (CA) 
 Authority trusted by one or more users to create and issue digital 

certificates and vouch for the binding between the data items in a 
certificate and the subject. In this context, a CA can be the Root CA, 
CSPs, Issuing CAs, and any entity allowed to cross certifying with the 
NCDC. 

 
• Certification Service Provider (CSP) 

 An entity which issues and manages digital certificates and electronic 
signature means and methods and any other associated services. 

  
• Certificate Revocation List (CRL) 

 Data structure that enumerates digital certificates that have been 
invalidated by their issuer prior to when they were scheduled to expire. 

 
• Cross Certification 

 The act or process by which two Certification Authorities establish a trust 
relationship by issuing each other Digital Certificates. 

 
• Cross Certificate 
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 A certificate issued by a Certification Authority to establish a trust 
relationship between it and another Certification Authority that is not part 
of the hierarchy. 

 
• Cross Certification Policy 

 A policy that outline the issues and criteria for cross-certification of the 
Certification Authority of an applicant’s Public Key Infrastructure (PKI) with 
the NCDC-Root-CA or Certification Service Provider (CSP) CA if 
approved by the NPA inside and outside the Kingdom of Saudi Arabia.  

• Digital Signature 
 The result of a transformation of data by means of a cryptographic system 

using keys such that a person who receives the initial data can determine 
whether: 

a. The transformation was created using the key that corresponds to 
the signer’s key; and  

b. The data has been altered since the transformation was made. 
 

• Directory 
 Databases that can be used to search for and retrieve attribute-value 

pairs. Directories can be configured to use (or support) authentication and 
access control protection. The schema of a directory describes the objects 
in the directory.  

 
• Dispute Resolution 

 Dispute resolution is the process of resolving disputes between parties. 
Methods of dispute resolution adopted in the Saudi National PKI include 
Informal Negotiation, Mediation and Arbitration. 

 
• Dispute Resolution Policy 

 The Dispute Resolution Policy is applicable to all participants of the NCDC 
and it defines the types of claims and disputes it applies to, to whom it 
applies, the dispute resolution procedure, and any exceptions or 
exclusions. 

 
• Distinguished Name (DN) 

 The complete name of a Directory entry. The distinguished name is 
composed of the entry’s RDN and the RDNs of each of the entries that lie 
directly between the entry and the root of the tree. 

 
• Identification 

 The process of establishing the identity of an individual or organization, 
i.e., to show that an individual or organization is a specific individual or 
organization. In this context, identification refers to two processes: (1) 
establishing that a given name of an individual corresponds to a real-
world entity, and (2) establishing that an individual applying for or seeking 
access to something under the name is, in fact, the named individual. 

 
• Identification & Authentication (I&A)  
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 The process used to determine and prove the identity of an applicant for a 
Certificate. 

 
• Key backup 

 A reserve copy of data that is stored separately from the original, for use if 
the original becomes lost or damaged. 

 
• Key Escrow 

 A deposit of the private key of a subscriber and other pertinent information 
pursuant to an escrow agreement or similar contract binding upon the 
subscriber, the terms of which require one or more agents to hold the 
subscriber's private key for the benefit of the subscriber, an employer, or 
other party. 

 
• National Center for Digital Certification (NCDC) 

 The National Center for Digital Certification (NCDC) is the National Public 
Key Infrastructure for the Kingdom of Saudi Arabia including all 
participants. The NCDC’s mandate is stipulated in the Saudi e-transaction 
law, which is to supervise the tasks relating to management and usage of 
digital certificates in the Kingdom. The NCDC owns the Root CA and 
includes the National Policy Authority. The NCDC also includes the 
National Center for Digital Certification – Shared Service Center which 
operates the NCDC-Root-CA and the CAs of CSPs who choose to 
outsource their operations to the NCDC-SSC. 

 
• National Center for Digital Certification Shared Services Center (NCDC-SSC) 

 The National Center for Digital Certification-Shared Services Center 
(NCDC-SSC) is the operational component of the NCDC providing a full 
range of CA and certificate lifecycle services. It operates the NCDC-Root-
CA and the CA’s of CSPs who choose to outsource their operations to the 
NCDC-SSC. 

 
• National Policy Authority (NPA) 

 National Policy Authority is the governance component of the NCDC and 
has been established to create and maintain the practices, policies and 
procedures under which the entire National Center for Digital Certification 
operates. The NPA is responsible for the governance and compliance of 
all policies and practices of the NCDC. The NPA arbitrates on all claims or 
disputes between all NCDC participants. 

 
• Object Identifier (OID) 

 The unique alphanumeric/numeric identifier registered under the ISO 
registration standard to reference a specific object or object class. 
 

• Policy Authority (PA) 
 An entity which registers Applicants for Keys and Certificates and that is 

responsible for the identification and authentication of Subscribers and 
other End Entities. RAs may have other functions or obligations specified 
in the relevant CP. 
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• PKI Disclosure Statement (PDS) 

 The purpose of this document is to summarise and present the key   
points of the NCDC-Root-CA's Certificate Policy in a more readable and 
understandable format for the benefit of Subscribers and Relying Parties. 
 

• Relying Party Agreement (RPA) 
 An agreement between a certification authority and relying party that 

typically establishes the rights and responsibilities between those parties 
regarding the verification of digital signatures or other uses of certificates. 

 
• Relying Party (RP) 

 A Relying Party is any entity that places comfort on information provided 
by CSPs approved by the NPA regarding a specific transaction that the 
RP uses to accept or reject their participation in the transaction. 

 
• Subordinate CA 

 Any Certification Authority operating below a Certification Service 
Provider. 

 
• Subscriber 

 An individual or organization whose public key certificates are signed by 
an issuing CA operating under the NCDC. The subscriber could be either 
Human (citizens) or entity (Businesses or government departments) or 
non-human (devices). 

• Validation 
 The process of identification of certificate applicants. "Validation" is a 

subset of "identification" and refers to identification in the context of 
establishing the identity of certificate applicants. 
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AES Advanced Encryption Standard 

C Country 

CA Certification Authority 

CITC Communication and Information Technology 
Commission 

CN Common Name 

CRL Certificate Revocation List 

CP Certificate Policy 

CPS Certification Practice Statement 

CSP Certificate Service Provider 

DES Data Encryption Standard 

DN Distinguished Name 

ECDSA Elliptical Curve Digital Signature Algorithm 

FIPS Federal Information Processing Standard 

HSM Hardware Security Module 

HTTP Hypertext Transfer Protocol 

IEC International Electrotechnical Commission 

ISO International Organization for Standardization 

ITU-T International Telecommunications Union - 
Telecommunication 

LDAP Lightweight Directory Access Protocol 

LRA Local Registration Authority 

NCDC National Center for Digital Certification 

NCDC SSC National Center for Digital Certification Shared 
Services Center 

NPA National Policy Authority 

O Organisation 

OCSP Online Certificate Status Protocol 

OID Object Identifier 

OU Organisational Unit 

PA Policy Authority 
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PDS PKI Disclosure Statement 

PKI Public Key Infrastructure 

RA Registration Authority 

RDN Relative Distinguished Name 

RFC Request for Comment 

RP Relying Party 

SHA Secure Hash Algorithm 

SSL Secure Socket Layer 

TLS Transport Layer Security 

URL Uniform Resource Locator 

   
Comments:  

1. ARL’s and CRL’s are commonly referred to as Certificate Revocation 
Lists 

 

2. CSP in NCDC documentation means an entity which issues and 
manages digital certificates and electronic signature means and 
methods and any other associated services and not ‘Cryptographic 
Service Provider’, as commonly referred to in the Microsoft Crypto API 
context. 
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APPENDIX B: CERTIFICATE PROFILES 
 

1. Extension Definitions – Root CA Certificate 

 
Field / x.509 

extension Value or Value Constant Critical 

Subject 

OU=Saudi National Root CA 
O = National Center for Digital Certification 
C = SA 
(Encoding should be in UTF8 only) 

V1 Field 

CRL 
Distribution 

Points 

e.g. 
[1]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               
URL=http://web.ncdc.gov.sa/CRL/nrcapart<n>.crl 
               Directory Address: 
                    CN=CRL1 
                    OU=Saudi National Root CA 
                    O=National Center for Digital 
Certification 
                    C=SA 
[2]CRL Distribution Point 
     Distribution Point Name: 
          Full Name:                       
URL=http://web.ncdc.gov.sa/CRL/nrcacomb<n>.crl 

NO 

Authority 
Key Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey of the Saudi National Root CA 
(excluding the tag, length, and number of unused bits). 

NO 

Subject Key 
Identifier <same data as in Authority Key Identifier above> NO 

Basic 
Constraints 

Subject Type=CA 
Path Length Constraint=None YES 

Authority 
Information 

Access 

[1]Authority Info Access 
     Access Method=On-line Certificate Status 
Protocol (1.3.6.1.5.5.7.48.1) 
     Alternative Name: 
          URL=http://ocsp.ncdc.gov.sa 

NO 

Key Usage Certificate Signing; CRL Signing YES 
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2. Extension Definitions – NPA Entity(ies) Name Sig ning Certificate Profile 

 
 

Field / x.509 
extension Value or Value Constant Critical 

Subject 

CN = <English FirstName> <English SecondName> <English  
           ThirdName> <English LastName> <Arabic LastName> <Arabic  
           ThirdName> <Arabic SecondName> <Arabic FirstName> 
OU=National Policy Authority 
O = National Center for Digital Certification 
C = SA 
(Encoding should be in UTF8 only) 

V1 Field 

CRL 
Distribution 

Points 

e.g. 
[1]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               
URL=http://web.ncdc.gov.sa/CRL/nrcapart<n>.crl 
               Directory Address: 
                    CN=CRL1 
                    OU=Saudi National Root CA 
                    O=National Center for Digital 
Certification 
                    C=SA 
[2]CRL Distribution Point 
     Distribution Point Name: 
          Full Name:                       
URL=http://web.ncdc.gov.sa/CRL/nrcacomb<n>.crl 

NO 

Authority 
Key Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey of the Issuing CA (excluding 
the tag, length, and number of unused bits). 

NO 

Subject Key 
Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey (excluding the tag, length, and 
number of unused bits). 

NO 

Basic 
Constraints 

Subject Type=End Entity 
Path Length Constraint=None NO 

Certificate 
Policies 

[1]Certificate Policy: 
     Policy 
Identifier=<2.16.682.1.101.5000.1.1.2.1.1> 
     [1,1]Policy Qualifier Info: 
          Policy Qualifier Id=CPS 
          Qualifier: 
               http://web.ncdc.gov.sa/ 
     [1,2]Policy Qualifier Info: 

NO 
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Field / x.509 
extension Value or Value Constant Critical 

          Policy Qualifier Id=User Notice 
          Qualifier: 
               Notice Text= Saudi National Root 
CA Certification Policy and associated 
documentation available at 
http://web.ncdc.gov.sa/ is hereby incorporated 
into your use or reliance on this Certificate. 

Authority 
Information 

Access 

[1]Authority Info Access 
     Access Method=On-line Certificate Status 
Protocol (1.3.6.1.5.5.7.48.1) 
     Alternative Name: 
          URL=http://ocsp.ncdc.gov.sa 

NO 

Key Usage Non Repudiation NO 
 
 
 

3. Extension Definitions – NPA Entity(ies) Name Aut hentication Certificate Profile 

 
 

Field / x.509 
extension Value or Value Constant Critical 

Subject 

CN = <English FirstName> <English SecondName> <English  
           ThirdName> <English LastName> <Arabic LastName> <Arabic  
           ThirdName> <Arabic SecondName> <Arabic FirstName> 
OU=National Policy Authority 
O = National Center for Digital Certification 
C = SA 
(Encoding should be in UTF8 only) 

V1 Field 

CRL 
Distribution 

Points 

e.g. 
[1]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               
URL=http://web.ncdc.gov.sa/CRL/nrcapart<n>.crl 
               Directory Address: 
                    CN=CRL1 
                    OU=Saudi National Root CA 
                    O=National Center for Digital 
Certification 
                    C=SA 
[2]CRL Distribution Point 
     Distribution Point Name: 
          Full Name:                       
URL=http://web.ncdc.gov.sa/CRL/nrcacomb<n>.crl 

NO 
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Field / x.509 
extension Value or Value Constant Critical 

Authority 
Key Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey of the Issuing CA (excluding 
the tag, length, and number of unused bits). 

NO 

Subject Key 
Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey (excluding the tag, length, and 
number of unused bits). 

NO 

Basic 
Constraints 

Subject Type=End Entity 
Path Length Constraint=None NO 

Certificate 
Policies 

[1]Certificate Policy: 
     Policy 
Identifier=<2.16.682.1.101.5000.1.1.2.1.2> 
     [1,1]Policy Qualifier Info: 
          Policy Qualifier Id=CPS 
          Qualifier: 
               http://web.ncdc.gov.sa/ 
     [1,2]Policy Qualifier Info: 
          Policy Qualifier Id=User Notice 
          Qualifier: 
               Notice Text= Saudi National Root 
CA Certification Policy and associated 
documentation available at 
http://web.ncdc.gov.sa/ is hereby incorporated 
into your use or reliance on this Certificate. 

NO 

Authority 
Information 

Access 

[1]Authority Info Access 
     Access Method=On-line Certificate Status 
Protocol (1.3.6.1.5.5.7.48.1) 
     Alternative Name: 
          URL=http://ocsp.ncdc.gov.sa 

NO 

Key Usage Digital Signature NO 
 

4. Extension Definitions – NPA Entity(ies) Name Enc ryption Certificate Profile 
 
Field / x.509 

extension Value or Value Constant Critical 

Subject 

CN = <English FirstName> <English SecondName> <English  
           ThirdName> <English LastName> <Arabic LastName> <Arabic  
           ThirdName> <Arabic SecondName> <Arabic FirstName> 
OU=National Policy Authority 
O = National Center for Digital Certification 
C = SA 
(Encoding should be in UTF8 only) 

V1 Field 
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Field / x.509 
extension Value or Value Constant Critical 

CRL 
Distribution 

Points 

e.g. 
[1]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               
URL=http://web.ncdc.gov.sa/CRL/nrcapart<n>.crl 
               Directory Address: 
                    CN=CRL1 
                    OU=Saudi National Root CA 
                    O=National Center for Digital 
Certification 
                    C=SA 
[2]CRL Distribution Point 
     Distribution Point Name: 
          Full Name:                       
URL=http://web.ncdc.gov.sa/CRL/nrcacomb<n>.crl 

NO 

Authority 
Key Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey of the Issuing CA (excluding 
the tag, length, and number of unused bits). 

NO 

Subject Key 
Identifier 

keyIdentifier encoded in compliance to RFC 3280 
The keyIdentifier should be composed of the 160-bit SHA-1 hash of the 
value of the BIT STRING subjectPublicKey (excluding the tag, length, and 
number of unused bits). 

NO 

Basic 
Constraints 

Subject Type=End Entity 
Path Length Constraint=None NO 

Certificate 
Policies 

[1]Certificate Policy: 
     Policy 
Identifier=<2.16.682.1.101.5000.1.1.2.1.3> 
     [1,1]Policy Qualifier Info: 
          Policy Qualifier Id=CPS 
          Qualifier: 
               http://web.ncdc.gov.sa/ 
     [1,2]Policy Qualifier Info: 
          Policy Qualifier Id=User Notice 
          Qualifier: 
               Notice Text= Saudi National Root 
CA Certification Policy and associated 
documentation available at 
http://web.ncdc.gov.sa/ is hereby incorporated 
into your use or reliance on this Certificate. 

NO 

Authority 
Information 

Access 

[1]Authority Info Access 
     Access Method=On-line Certificate Status 
Protocol (1.3.6.1.5.5.7.48.1) 
     Alternative Name: 
          URL=http://ocsp.ncdc.gov.sa 

NO 

Key Usage Key Encipherment NO 
 


